Abstract-Nowadays the number of thefts and identity fraud has become a serious issue. In order to avoid these thefts and identity fraud, a face recognition system must be established. The scope of this project is to develop a security access control application based on face recognition. The haar-like features is used for face detection and PCA algorithm is used for face recognition. In order to achieve a higher accuracy and effectiveness we use OpenCV libraries and python computer language. Training and identification is done in embedded device known as Raspberry Pi. During our paper we focus on accuracy increment by controlling parameters such as background, light and number of trainings. During our paper we also explicate cost issues of our application compared with commercial applications.
I. INTRODUCTION
( [1] , [3] , [4] ) During the past few years, it has become necessary to have a reliable security system, which can secure our assets in the best and safest way possible. Traditional security systems require the user a key, a security password, an RFID card, or and ID card to have access to the system. However, these security systems have deficiencies, for example, they can be forgotten or stolen from unauthorized people ( [2] , [6] ). As a result, there is a need to develop a software that guarantees a higher security level.
Face recognition is one of the most popular methods of biometric technology ( [5] , [9] ). When compared to other biometric technologies, like fingerprint, voice recognition, and retinal scan, face recognition can be considered more natural. Face recognition also allows access to more than one person, while only giving access privileges to certain people.
In our device, we will be using a Pi Camera, which will provide our entry data, as images. The pictures taken will be saved in a folder called "positive". After being saved, the images will be converted in numeric images, as XML file. When the camera scans a person trying to be authenticated, it compares the image to the earlier ones saved in the database. The Raspberry equipment will be used to control the signals sent out to the magnetic lock. If the scanned face is recognized, the system will send a signal to open the magnetic lock for a period of 5 seconds, which will automatically lock after that. Except the magnetic lock, we have used other electronic elements to ensure the proper function of the device. We have used a TIP120 transistor, which allows the connection of the magnetic lock and current through the Raspberry, and a 10 kΩ resistor connecting the button that accepts the signal to activate the recognition process. Although our project was designed to be used in home and other building"s entry systems, that does not limit our project to be used on other environments like detecting unauthorized people, surveillance systems, and courts.
A. Statement of the Problem
Security systems are getting more important every day ( [2] , [9] , [16] ). These changes are happening proportionally to the number of thefts reported. Based on the reports of my country Police, in my city, during 2014 there have been over 150 thefts reported, in homes and other buildings, therefore there is a need for a higher level of security.
Traditional systems mentioned are not reliable since they can be stolen or forgotten ( [7] , [8] ). For example, password and ID cards can be forgotten/lost or even stolen from unauthorized people.
As a result, access security systems need to develop to be more secure. There is always a need to eliminate traditional systems" flaws. Biometrical technology is considered one of the most secure authentication systems available, by providing a higher level of security than traditional systems ( [13] , [18] , [19] ). It is considered this secure since a face cannot be stolen, borrowed or forged in any way to gain access to a building.
We have used the PCA (Principal Component Analysis) algorithm. We have carefully chosen this specific algorithm, since it is easy to use, and more efficient than other algorithms. Using PCA, we have minimized the analysis and development required, by analyzing only some of the similar images from our database.
II. LITERATURE REVIEW
The reason there is a demand to implement an access security system, is to control the people entering and going out of different buildings. As mentioned above, we need to be cautious about the privacy of the building. We have used a magnetic lock as a device to control the entrance of the building.
The magnetic lock consists of a magnet, and a metal bar, which is controlled from the magnet ( [10] , [11] ). The magnetic lock uses 12V current. When the controller is charged with current, the magnet releases the lock, and opens the door, and when it is not charged, the magnet does not release the bar, therefore the door stays locked. It is considered that the magnetic lock is made of a strong material, so the physical security of the door is not a concern, since it is considered almost impossible for the door to be opened without being released from the magnetic lock.
The magnetic lock can operate in different ways, but there are three more basic and efficient methods ( [10] , [12] [13] , [14] ). These cards are known as smart cards, and, when a card is identified as a known one from the device, the magnetic lock opens. The third and the most secure method, is through biometric technology, like, fingerprint, retina scan, voice recognition, or the one we will be using, face recognition.
A. Access through password
The most basic access control system is through password combination ( [15] , [17] , [22] ).When dealt with a higher security level, there is a need for frequent password update. Another way to get a more secure system, is combining more numbers in the password, to make it harder to guess. It is necessary for the generated password to be kept secret, and not be shared with people who aren"t authorized access. This is not considered a very secure system, since, as mentioned above, the password can be forgotten, or stolen from unauthorized people.
B. Access through RFID
Accessing the security system through smart cards, allows authorized people to enter the building ( [19] , [20] , [21] ). The system can be designed to allow access to only certain parts of the building. The privileges of entering certain doors, are determined by the data of certain authorizations. There are two kinds of cards, the ones that need physical contact with the base to access the info, and the ones that transmits the data to the base through radio waves.
C. Biometric Technology
( [1] , [22] , [23] ) Using the method of identifying physical features of humans, biometric technology has a wide range of use in security systems, and is considered one of the safest methods. In Figure 1 , we show the classifications of biometrics. It is divided into two categories, physical and behavioral. The physical part includes physical features like, face, fingers, hands, retina, and DNA, while ability features are unique features like, passwords, signature, and voice ( [12] , [13] , [17] ).
Because every person possesses unique features, biometric based security systems are recommended to be used in environments that need a high security level. In ( [14] , [15] ), it is stated that biometrics is the safest technology because features like: face, fingers, and voice, cannot be borrowed or stolen. While applying biomedical technology, at the same time we would be able to find out if a person is using two or more identities.
Based on the research done, we have illustrated the differences between biometric technologies. The comparison was made based on 4 factors: accuracy, cost, necessary equipment, and acceptability. We have ranked these factors in three categories: Low (L), Medium (M), and High (H). Table 1 shows the comparison between biometric technologies. We compared 8 biometric methods. We notice that face recognition has a medium level of accuracy when compared to other methods. This accuracy can get higher when other features are checked, like the background, lighting, and the position of the head. Cost wise, face recognition is cheaper than other methods, that being one of the reasons we have chosen to develop this certain system ( [18] , [19] , [20] ). A key component to developing such a system is a camera, and of course, the server that will develop and identify the faces. In the last category, the acceptability, when compared to other methods, face recognition shows medium level acceptance. To lower the acceptance, we have taken three steps. First, we have used an AT&T Database from the 90s, for negative images. These images will train our system to be more accurate when dealt with new images. Second step, was saving a larger number of images per person, in different positions. We have used 5 positions, and for each one of them, we have recorded 10 images, resulting in 50 positive images per person. And the last step we have used to lower the acceptance of unauthorized people, is lowering the positive limit. Since our system gives out low values for known people (the lower the value, the more [7] ) and the comparisons we have made, we can conclude that our face recognition security system has an accuracy scale of over 62%. Such high accuracy scale has been accomplished by constantly checking the background, lighting, and the position of the head. Other things that played a big role in achieving over 62% accuracy, is the use of many images for an authorized person, using an existing database with images which helps the system to become more smart, and the use of minimal values as a condition for authorization for new people trying to get access to the building.
III. FACE RECOGNITION
To implement such a project, the main and most important step was finding the hardware to use for the device. The elements that our device uses are: Raspberry Pi B+ Microcontroller, Camera Pi 5MP, magnetic lock, TIP120 Transistor, 10 kΩ resistor, a button, and a board where the elements were mounted.
We have chosen a Raspberry Pi B+ microcontroller to use in our device. We have done a lot of research, and compared elements in different microcontrollers, like, cost, processing, and user friendliness. The main reasons why we have chosen this specific element, are the high processing capacity, relatively low price, and its ability to adapt in different programming modes. The device uses Linux as an operating system, which has access to a large number of libraries and applications compatible with it. Raspberry Pi has an Ethernet port allowing us a network connection, as long as we are in the same subnet with the device we want to access and manage, 4 USB ports used to connect devices like a keyboard, mouse, camera, and other devices that connect through a USB port, and an HDMI port giving us access to the interface of the operating system installed, and can also be used the first time while installing the devices. It has 40 pins that allow us to receive and send signals. They are divided in half into two groups: the 3V, and the 5V group. Therefore, one side of the microcontroller gives a voltage of 3V, and the other 5V. Besides the 40 voltage pins, it has pins that are used to receive signals, which in our case was used to connect the button, that will send the signal for the face identification. Raspberry Pi does not have an operating system previously installed, but that can be downloaded from the Raspberry website, and transferred to an SD card, preferably larger than 4GB. Figure  2 shows the device along with its components. Later we will give description for each component that is used in our project.
A. Pi Camera
For our device, we have chosen the Raspberry Pi Camera, which can be integrated directly in the microcontroller. This connection is done through CSI (Camera Serial Interface) bus, which offers an extremely high return of the data, in our case, transfer of the image pixels ( [2] , [3] ). Its dimensions of 25mm x 20mm, and weighing only 3g, makes it very compatible for our project. With a 5MP sensor, this camera offers static images with a resolution of 2592x1944 pixels, and video with 1080p30 and 720p60 resolution [4] .
B. Tranzistor TIP120
This transistor was used to control the current that is sent to the magnetic lock. Since the magnetic lock gets the current directly from the outside, it is necessary to use this transistor to control the current through the microcontroller. TIP120 transistor has 3 pins, base, collector, and emitter. The base pin is connected directly from the microcontroller, and when the application recognizes a face, it sends a signal to the transistor for a period of 5 seconds, where the magnetic lock is also charged for the same amount of time. After 5 seconds, the signal sent at the base of the transistor stops, and does not allow current to be sent to the magnetic lock.
C. 10KΩ resistor
To stabilize the circuit we have used a 10kΩ resistor. As mentioned before, the microcontroller has pins that are used to receive signals. In our case, the receiving pin was used to record images when the person is facing the camera. The signal has a voltage of 3V, and it is necessary to use this kind of a resistor to stabilize the voltage in the circuit. It has a resistance of 10kΩ, and a power of 0.25Wat, with a tolerance of 1%.
IV. APPLICATION PROGRAMMING
The software part of the device is done in the Raspberry device. It is divided into three major parts: recording the images, their training, and most important face recognition. Next, we explain how these software parts work together.
A. Recording the images
After the application starts, it is necessary for the images that will get access to open the door, to be recorded. The user has to go through a few steps to record the images into the system. The explanation of these steps is below in Figure 3 .
When the application is ready to work, it offers two ways to do the recording, one way through the button connected to the device, and the other through "C" character in the keyboard if available. When recording the images, it is preferred to take 30 pictures for one person, in different positions and different lighting. Next we show how the device is more accurate when raising the number of images. For every picture taken, the application tells if it has managed to identify the face, and if it has, it will be saved in the positive folder. If it can"t recognize the face, it will tell that identification wasn"t possible.
B. Image training
The second most important phase of our application is the image training phase. This includes the process of saving the images into numeric vectors. Later, these values will be used to identify the faces. First, the application reads the two destinations, the one for negative images, and the one for positive images. Both the destinations will be read throughout the training process, and final values will be exported to an XML file called training.xml. During this process the application reads grayscale images, which are later formatted to be used for face recognition. After they are formatted, vectors are set based on X and Y coordinates. After that process, the application continues to save the images in numeric values, and in the end, it will send a message telling that the savings have been successful. All images will be saved in three models, medium, positive, and negative.
C. Face recognition
The last step of the application is recognizing the new faces that come to get identified in order to be granted access to the building. Since our previous images have already been saved to numeric values, every new face that comes to be identified, will be recorded as an image, converted to numeric values, and compared to the existing data. If the new data resembles the old ones in the system, it will be considered as a known face and will be granted access to the building, and if not, it is considered as a negative image, and does not have access to the building. This process makes sure that hardware is known to the system, and the training is complete.
One of the novelty of our application is that training and identification is done in embedded device such as Raspberry Pi B+ microcontroller. As we mentioned above it is an appropriate device while it offers interoperability to the users in few aspects. After we finished the programming part we were required to prepare the box of our application. In Figure  4 we can see the box of our application which acts independently from any other device.
As we can see here all elements are attached on our device. In this condition the equipment is considered ready to be used in any environment especially in objects that we want to have a more secure control. Next we see two cases when the users arrives to open the door with registered face, and we see the case when the users is identified as negative result. In Figure 5 we have the case when the user is identified. As we can see here the user is required to be in front of camera and press the button, in the moment that he press the button the process of identification starts. If the system identifies the face as positive then microcontroller send signal to the magnetic lock and the door will be open in period of 5 seconds, after this period the user is required to be identified in order to unlock the door. It is preferred to take pictures in different positions such as: smiling, serious, nervous and surprised. We will be informed for the door station by leds which are integrated in our application, as we can see when the user is identified the green led is turned on, otherwise the red led shows the lock state of the door. In Figure 6 we can se the case when the user is identified as negative from the system. In this case the user is allowed to try 5 times in order to become identified. After 5 times of failure the system will turn a lought siren to inform others that is a fraud case. Also if a user fails more than 5 times, his photos will be saved on a specific folder as a frauder, and the administrator or object owner can see who is this person.
As we can in above we have to cases when the user is identified as positive and negative. Next we see results which are derived by tests which are done by us. As we can see we prepared a special box for our application which can be mound in every place that we want.
V. RESULTS
In this chapter we analyze our application based on different factors. We test the application in a controlled and not controlled background, light and no light situations. So our application is more accurate, we will test it with a number of pictures. We will record images in different positions, with each person having a minimum of 30 images, and a maximum of 50 images. We will also test the application through people already registered in our database as positive images, to see its accuracy. All these analysis and results will be presented in a We see in Table II that accuracy of our application grows up from 39% to 62%. The minimum of accuracy is reached when no parameter is controlled and the number of photos in our database is at least 30. And the maximum of accuracy in our application is reached when all parameters are controlled and the number of photos is at least 50. In Figure 4 we can see the graph of our accuracy, and we observe a linear growth of accuracy of our application.
This linear growth of our application accuracy becomes when parameters are controlled. Thus we recommend controlling these parameters in order to have a successful application. As we can see in above pictures we have light in the ambient where the application is places because it is one of our parameters which needs to be controlled.
VI. CONCLUSION
Throughout our project we have explained the implementation of an application that will control access to a building. We have seen how the accuracy level is higher when factors like: background, lighting, and the number of images are controlled. We have noticed that if all factors are controlled, the accuracy level will be higher. Therefore, as a conclusion it is preferred to control factors like background, lighting, and to have a minimum of 50 images for a person, considering that the device has enough memory. If you manage to control all the factors, our system offers an accuracy of 62%. The first aim of our project was training and identification in embedded devices. While our device can do the training and the identification independently, without being connected to any other machine we conclude that our goal was achieved. As we know that there are many equipments like this in market, but we choosed to implement this kind of application by the reason of cost. Based on the comparisons our equipment is offered with lower price than commercial equipment.
The second aim of our project was the implementation of a face recognition application using PCA (Principal Component Analysis) algorithm. This particular algorithm is very suitable and fast. Its use allows us to reduce the number of images in our database. In addition the usage of this algorithm enables us to use simple camera which are offered with low price. As a result, we can conclude that our goal, to implement a face recognition system using PCA (Principal Component Analysis) has been achieved.
